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,QWURGXFWLRQ�
�
7KH�6ZHGLVK�6RODU�&RPELV\VWHPV��0RQLWRULQJ�3URMHFW��ZDV�VWDUWHG�LQ�0DUFK�������RQH�\HDU�
ODWH��GXH�WR�YHU\�ODWH�QDWLRQDO�ILQDQFLQJ�GHFLVLRQV��7KHUHIRUH�ZH�KDYH�QRW�EHHQ�DEOH�WR�FROOHFW�
HQRXJK� PHDVXUHG� GDWD� \HW�� WR� PDNH� UHOLDEOH� HYDOXDWLRQV� DQG�GUDZ�ILQDO� FRQFOXVLRQV��RI� WKH�
WKUHH�&RPELV\VWHPV�WKDW�KDV�EHHQ�EXLOW�DQG�PRQLWRUHG����
�
6WLOO� WKH� &RPELV\VWHPV� KDV� EHHQ� RSHUDWLQJ� YHU\� UHOLDEO\� ZLWK� QR� UHSDLUV� QHHGHG� DQG� WKH�
FXVWRPHUV�DUH�YHU\�KDSS\�H[FHSW�IRU�WKH�&RPELV\VWHP�ZLWK�KHDWSXPS�WKDW�SUREDEO\�LV�PDLQO\�
FDXVHG�E\�WKH�IDPLOLHV�RZQ�LQWHUDFWLRQ�E\�LQVWDOOLQJ�HOHFWULF�IORRU�KHDWLQJ�LQ�WKLV�KRXVH�GXULQJ�
WKH�PHDVXUHPHQW�SHULRG��ZLWKRXW�LQIRUPLQJ�XV���$OVR�WKH�TXLWH�FRPSOLFDWHG�FRQWURO�DOJRULWP�
LQ� WKLV� V\VWHP� ZDV� VKRZQ� WR� EH� LQ� HUURU� DIWHU� WKH� ILUVW� SHULRG�RI� PRQLWRULQJ� DQG� KDG� WR� EH�
UHDGMXVWHG�E\�WKH�PDQXIDFWXUHU�WR�RSWLPLVH�WKH�SHUIRUPDQFH�DQG�HQHUJ\�VDYLQJ��
�
7KH� YHU\� ORZ�� EXGJHW� IRU� PRQLWRULQJ� LQ� WKLV� SURMHFW�� PDGH� XV� WU\� D�QHZ� FRPELQDWLRQ� RI�
VHSDUDWHO\�ZHOO�YDOLGDWHG�PRQLWRULQJ�HTXLSPHQW��EDVHG�RQ�WKH�ODWHVW�FRVW�SHUIRUPDQFH�EUHDN�
WKURXJK��LQ�PLFURSURFHVVRU�DQG�GDWDORJJHU�WHFKQRORJ\�RQ�WKH�PDUNHW���
�

��� $�QHZ�ORZ�FRVW�GDWDORJJHU�W\SH�0(/$&6� �DERXW����� (XUR��GHYHORSHG�DQG�EXLOW�E\�
6WHIDQ� /DUVVRQ�6WHIDQ�/DUVVRQ#9DWWHQIDOO�FRP� DQG� 0LNDHO� 6YHQVVRQ�
0LNDOH�6YHQVVRQ#9DWWHQIDOO�FRP�DW�9DWWHQIDOO�8WYHFNOLQJ�$%�LQ�6ZHGHQ�

��� $� QHZ� W\SH� RI� ORZ� FRVW� �DERXW� �� (XUR� HDFK�� EXW� DFFXUDWH� HQRXJK�� VROLG� VWDWH�
WHPSHUDWXUH�VHQVRUV��/0���DQG�/0�����

��� $� ORZ� FRVW� ����� (XUR�� FDOLEUDWHG� VLOLFRQ� �3KRWRYROWDLF�� VRODU� VHQVRU�� 0HQNNH� DQG�
7HJWPD\HU�*HUPDQ\���

��� /RZ� FRVW� �DERXW� ��� (XUR� HDFK��� EXW� YHU\� UREXVW�� ORQJWHUP�VWDEOH� LQ� FDOLEUDWLRQ��
VWDQGDUG�IORZ�PHWHUV�QRUPDOO\�XVHG�IRU�GLVWULFW�KHDWLQJ���

��� 6WDQGDUG��ORZ�FRVW��HOHFWULFLW\�PHWHUV�ZLWK�SXOVH�RXWSXW��&(:(�6ZHGHQ��
��� 1HZ�VLQJOH�SKDVH��LQWHJUDWLQJ��HOHFWULFLW\�PHWHUV�ZLWK�/&'�GLVSOD\�IRU�SDUDVLWLF�HQHUJ\�

PHDVXUHPHQW�RI�SXPSV�HWF������HXUR�HDFK���0DQXDO�UHDGLQJ��
��� 6LPSOH�$&�RSHUDWLQJ�WLPH�PHWHUV��IRU�WKH�VRODU�SXPSV��0DQXDO�UHDGLQJ��

�
7KLV�SURYHG�WR�EH�D�JRRG�VROXWLRQ��FRVW�DQG�SHUIRUPDQFH�ZLVH��EXW�LW�WRRN�XV�PXFK�PRUH�WLPH�
WR� JHW� LW� XS� DQG� UXQQLQJ�� WKDQ� ZH� H[SHFWHG�� (YHQ� LI� WKH� LQGLYLXDO� FRPSRQHWHUV� YZHU� ZHOO�
YDOLGDWHG� DQG� WHVWHG� VHSDUDWHO\� LQ� RWKHU� PHDVXUHPHQW� DSSOLFDWLRQV�� (VSHFLDOO\� WKH� ORZ�
IUHTXHQF\� ��� +]�� SXOVH� PHDVXUHPHQWV� IRU� IOXLG� IORZ� LQ� WKH� V\VWHP� DQG� HOHFWULFLW\�
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FRQVXPSWLRQ��7KHUHIRUH�FRPSOHWH�DQG�DFFXUDWH�GDWD�DUH�FROOHFWHG�ILUVW�IURP�-DQXDU\���������LQ�
DOO�WUHH�V\VWHPV��
�
2Q�WKH�RWKHU�KDQG�WKLV�WLPH�GHOD\�KDV�QRW�EHHQ�ZDVWHG��,QVWHDG�ZH�KDYH�JRW�D�JRRG�FRQWDFW�WR�
WKH�KRXVH�RZQHUV��GXULQJ�WKH�IUHTXHQW�YLVLWV�RQ�VLWH�DQG�JRW�WKHP�LQYROYHG�LQ�WKH�PRQLWRULQJ�
DQG�RSHUDWLRQ�RI�WKH�V\VWHPV��:H�KDYH�DOVR�JRW�D�JRRG�LQVLJKW�LQ�ZK\�WKH\�KDYH�FKRVHQ�VRODU�
HQHUJ\�DQG�KRZ�WKH\�YDOXH�WKHLU�LQYHVWPHQW���
�

6\VWHPV�PRQLWRUHG�
�
6\VWHP����/RFDWHG�LQ�8SSVDOD�����NP�1RUWK�RI�6WRFNKROP��ZLWK�IODW�SODWH�VRODU�FROOHFWRUV�DQG�
DQ�HOHFWULF�GULYHQ�KHDW�SXPS�FRQQHFWHG�WR�D�GHHS�ERUHKROH�����P���7KH�VXUSOXV�VRODU�HQHUJ\�
HQHUJ\�LV�LQMHFWHG�LQWR�WKH�ERUHKROH�DQG�LV�DJDLQ�XVHG�GXULQJ�WKH�ZLQWHU��
�
6\VWHP����/RFDWHG�LQ�)DOXQ��DERXW�����NP�QRUWK�QRUWKHDVW�RI�6WRFNKROP��ZLWK�IODW�SODWH�VRODU�
FROOHFWRUV�FRQQHFWHG�WR�D�VRODU�WDQN�ZLWK�DQ�WDQN�LQWHJUDWHG�SHOOHWV�EXUQHU��$�EDFNXS�HOHFWULF�
KHDWHU� LV� DOVR� DYDLODEOH� LQ� WKH� ���� O� WDQN� EXW� KDV� EHHQ� LQ� RSHUDWLRQ� RQO\� PDUJLQDOO\� ZKHQ�
DGMXVWLQJ�WKH�SHOOHWV�EXUQHU��
�
6\VWHP� ��� /RFDWHG� RXWVLGH� gUHEUR�� DERXW� ���� NP� HDVW� RI� 6WRFNKROP�� ZLWK� IODW� SODWH� VRODU�
FROOHFWRUV�FRQQHFWHG�WR�RQH�����O�VRODU�WDQN�ZLWK�LQWHJUDWHG�HOHFWULF�EDFNXS�KHDWHU��$Q�H[WUD��
����O�VODYH�WDQN�LV�FRQQHFWHG�LQ�SDUDOOHO�DQG�LV�XVHG�PDLQO\�LQ�WKH�VXPPHU�KDOI�\HDU�ZKHQ�WKH�
HOHFWULF�KHDWHU�LV�WXUQHG�RII��7KH�KRXVH�DOVR�KDV�D�ZRRG�VWRYH�LQ�WKH�OLYLQJ�URRP�DQG�LV�XVHG�
IRU�³FRPIRUW�ILULQJ´�EXW�DGGV�VRPH�HQHUJ\�WR�WKH�KHDWLQJ�WRR��7KLV�V\VWHP�KDV�DOVR�D�VPDOO�
HOHFWULF� DIWHU� KHDWHU� IRU� WKH� '+:� �'RPHVWLF� +RW� :DWHU�� WR�DOZD\V� JXDUDQWHH� D� KRW� ZDWHU�
WHPSHUDWXUH�VDIH�IRU�OHJLRQHOOD��HYHQ�LI�WKH�PDLQ�WDQNV�JR�EHORZ���&��,Q�WKLV�V\VWHP�WKH�KRXVH�
RZQHUV�DOVR�KDV�VWDUWHG�WR�UXQ�WKHLU�ZDVKLQJ�PDFKLQH�RQ�KRW�ZDWHU�WR�LQFUHDVH�WKH�KRW�ZDWHU�
ORDG� DQG� VDYH� HOHFWULFLW\�� 7KLV� FRQFHSW� LV� QRZ� EHFRPLQJ� FRVW� HIIHFWLYH� �EXW� QRW� JHQHUDOO\�
NQRZQ�DQ�DSSOLHG�\HW��DV�WKH�HOHFWULFLW\�SULFHV�JR�XS�LQ�6ZHGHQ��7KH�WLPH�IRU�ZDVKLQJ�LV�DOVR�
UHGXFHG��
�

([SHULHQFHV�DQG�UHVXOWV�VR�IDU�
�
6\VWHP� ��� :H� KDYH� LGHQWLILHG� VHULRXV� �SHUIRUPDQFH� ZLVH�� FRQWURO� SUREOHPV�PDLQO\� IRU� WKH�
KHDW�SXPS�RSHUDWLRQ��7KH�V\VWHP�KDV�D�YHU\�FRPSOLFDWHG�FRQWURO�DOJRULWKP�WKDW�LV�FODLPHG�WR�
RSWLPLVH�WKH�XVH�RI�VRODU�HQHUJ\��2QH�PD\RU�HUURU�LQ�WKH�FRQWURO�DOJRULWKP�ZDV�LGHQWLILHG�DQG�
KDV�EHHQ�IL[HG�GXULQJ�WKH�DXWXPQ��������
�
7KH� KRXVH� RZQHU� DOVR� FODLPV� WKDW� WKH� V\VWHP� GRHV� QRW� VDYH� DQ\� HOHFWULFLW\� RQ� KLV� WRWDO�
HOHFWULFLW\�ELOO�GXULQJ�WKH�ILUVW�\HDU�RI�RSHUDWLRQ��� � :H�DUH�QRZ�LQYHVWLJDWLQJ�LI�WKLV�PD\�EH�
FDXVHG�E\�WZR�HOHFWULF�IORRU�KHDWLQJ�V\VWHPV�DGGHG�WR�WKH�KRXVH��7KLV�UHPRYHV�ERWK�ORDG�IURP�
WKH� VRODU� FROOHFWRUV� DQG� WKH� KHDW� SXPS� DQG� DW� WKH� VDPH� WLPH� LQFUHDVHV� WKH� HOHFWULFLW\�
FRQVXPSWLRQ�DQG�ELOO��%XW�ZH�KDYH�WR�WU\�WR�TXDQWLI\�WKLV�ODUJHO\�XQPHDVXUHG�H[WUD�HOHFWULFLW\�
FRQVXPWLRQ�WKDW�LV�DOVR�LQGHSHQGHQW�LQ�RSHUDWLRQ�WR�WKH�PDLQ�FRQWURO�V\VWHP��$V�ZH�FRXOG�QRW�
IRUVHH�WKLV��QR�VHSDUDWH�PHDVXUHPHQWV��DUH�DYDLODEOH�RQ�WKH�HOHFWULF�IORRU�KHDWLQJ�V\VWHP��
�
6\VWHP�����7KLV�V\VWHP�UXQV�SURSHUO\�EXW�QR�FRQFOXVLYH�UHVXOWV�DUH�DYDLODEOH�\HW��GXH�WR�D�WRR�
VKRUW�PHDVXUHPHQW�SHULRG�IRU�WKH�NLQG�RI�ORZ�EXGJHW�PRQLWRULQJ�WKDW�ZH�KDYH�EHHQ�IRUFHG�WR�
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FKRRVH��1R�QHJDWLYH�RSHUDWLQJ�H[SHULHQFHV�RU�H[WUD�FRVWV�FRPSODLQWV��KDV�EHHQ�UHSRUWHG�E\�WKH�
KRXVH�RZQHU��
�
6\VWHP����7KLV�V\VWHPV�DOVR�UXQV�SURSHUO\�DQG�UHOLDEO\�DQG�WKH�KRXVH�RZQHUV�DUH�KDSS\�ZLWK�
LW��7KH�PRQLWRULQJ�UHVXOWV�DUH�HYDOXDWHG�QRZ��EXW�ZH�DUH�EHORZ�WKH�OLPLW�WR�KDYH�HQRXJK�GDWD�
WR�EH�DEOH�WR�H[WUDSRODWH�WR�D�IXOO�\HDUV�RSHUDWLRQ�ZLWK�UHDVRQDEOH�DFFXUDF\��,Q�WKLV�V\VWHP�ZH�
KDYH� DOVR� PDGH� DQ� H[SHULPHQW� WR� LQFUHDVH� WKH� KRW� ZDWHU� ORDG� DQG� VRODU� XVH� LQ� VXPPHU� E\�
RSHUDWLQJ�WKH�ZDVKLQJ�PDFKLQH�RQ�KRW�ZDWHU�LQVWHDG�RI�HOHFWULFLW\�RQO\��7KLV�LV�FRPPRQ�LQ�
RWKHU�FRXQWULHV��EXW�LQ�6ZHGHQ�WKH�HOHFWULFLW\�FRVW�KDV�EHHQ�VR�ORZ��WKDW�QR�GRPHVWLF�ZDVKLQJ�
PDFKLQHV� EXLOW� IRU� WKLV� RSHUDLWRQ� DUH� VROG� LQ� 6ZHGHQ� DQ\� PRUH��7KRXJK� (OHFWUROX[� DUH�
PDQXIDFWXULQJ�IRU�H[SRUW��7KH�LQFUHDVH�RI�WKH�HOHFWULFLW\�SULFHV�VLQFH�WKH�GHUHJXODWLRQ�RI�WKH�
HOHFWULWL\� PDUNHW� LQ� 6ZHGHQ� LQ� ������ ZLOO� PDNH� WKH� PDUJLQDO� ORDG� LQFUHDVH� DQG� HOHFWULFLW\�
VDYLQJ� YHU\� FRVW� HIIHFWLYH� ZH� EHOLHYH�� DOPRVW� DW� WKH� VDPH� OHYHO� DV�WKH� FRVW� RI� WKH� ZDVKLQJ�
PDFKLQH�GXULQJ�WKH�OLIHWLPH��DV�WKH�H[WUD�KRW�ZDWHU�XVH�LQ�WKH�VXPPHU�KDOI�\HDU�LV�IUHH�RI�FRVW��

�

�([SHULHQFHV�ZLWK�WKH�QHZ�ORZ�FRVW�PRQLWRULQJ�V\VWHP�
�
:H�GHVFULEH�WKLV�KHUH�LQ�PRUH�GHWDLO�DV�WKLV�PD\�EH�RI�LQWHUHVW�IRU� IXWXUH�VRODU� �PRQLWRULQJ�
WDVNV� ZKHUH� ORZ� PRQLWRULQJ� FRVW�� EXW� VWLOO� DFFHSWDEOH� DFFXUDF\�DQG� UHOLDELOLW\� IRU� VRODU�
DSSOLFDWLRQV�DUH�QHFHVVDU\��
�
7KH�PHDVXUHPHQW�V\VWHPV�QRZ�RSHUDWH�YHU\�UHOLDEO\�DQG�WKH\�DUH�VR�UREXVW�DQG�HDV\�WR�KDQGOH�
WKDW�WKH�KRXVH�RZQHUV�FDQ�FRQQHFW�DQG�HPSW\�WKH�GDWDORJJHU�WKHPVHOYHV�ZLWK�WKHLU�RZQ�3&�
DQG�VHQG�GDWD�RQ�HPDLO�HYHU\�ZHHN�WRJHWKHU�ZLWK�VRPH�PDQXDO�UHDGLQJV�RI�HOHFWULFLW\�PHWHUV�
DQG�IORZ�PHWHUV��$OVR�UHSURJUDPPLQJ�KDV�EHHQ�SRVVLEOH�WKLV�ZD\��LQ�VRPH�FDVHV���
�

7KH�0HODFV�'DWD�/RJJHU�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�
�

)LJXUH����7KH�0HODFV�GDWD�ORJJHU�EDVHG�RQ�WKH�%DVLF�6WDPS�PLFURSURFHVVRU��
�
:H�WKHQ�DOVR�KDV�JRW�YHU\�IDVW�IHHGEDFN�RI�QRQ�PHDVXUHG�SUREOHPV�DQG�RWKHU�IDFWRUV�LQ�WKH�
HQHUJ\� V\VWHP� RI� WKH� KRXVH�� 2QH� H[DPSOH� LV� D� VDIH� WUDFN� RQ� ZKHQ� WKH�LQKDELWDQWV� DUH� RQ�
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KROLGD\V�� IRU� H[DPSOH�� RU� WKH\� KDYH� D� ORW� RI� JXHVWV� IRU� D� ZHHN� DQG�WKH� ORDG� LV� UDGLFDOO\�
FKDQJHG��$OVR�REVHUYDWLRQV�DV�VQRZ�RQ�FROOHFWRUV��OHDNV�RU�EURNHQ�SXPSV�HWF��DUH�HDV\�WR�JHW�
UHOLDEO\��:H�WKHQ�FDQ�FROOHFW�WKHUH�HPDLOV�DV�D�ORJJ�ERRN��7KH�QLFH�FRRSHUDWLRQ�ZLWK�WKH�KRXVH�
RZQHUV�ZDV�D�ELW�XQH[SHFWHG�WKRXJK��IRU�XV��
�
�
3XOVH�PRQLWRULQJ��IORZ�DQG�HOHFWULFLW\���
�
7KH�ELJ�PHDVXUHPHQW�DFKLHYHPHQW�LQ�WKLV�ZRUN�LV��DV�ZH�VHH�LW��WKDW�ZH�ZHUH�DEOH�WR�GHVLJQ�
DQG�SURJUDPPH�WKH�GDWDORJJHU�WR�KDQGOH�SXOVHV�IURP�ORZ�FRVW�VWDQGDUG�HOHFWULFLW\�DQG�IORZ�
PHWHUV�ZLWK�YHU\�ORZ�IUHTXHQF\�RXWSXW�LQ�WKH�UDJH�RI���+]��7KLV�KDV�PHDQW�WKDW�WKH�V\VWHP�FDQ�
XVH�YHU\�UREXVW�DQG�ORZ�FRVW�VWDQGDUG�PHWHUV��WKDW�DUH�DOVR�GHVLJQHG�WR�KDYH�D�ORQJ�OLIHWLPH�
RQFH�LQVWDOOHG��
�
�

�
)LJXUH����&RQQHFWLRQ�RI�D�IORZ�PHWHU�ZLWK�³SDVVLYH´�RXWSXW��WR�WKH�0HODFV�GDWD�ORJJHU��

�
�
�
�
�
�
�
�
�
�
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�
7HPSHUDWXUH�PRQLWRULQJ��
�
$OVR�WKH�VROLG�VWDWH�WHPSHUDWXUH�VHQVRUV�/0���DQG�/0���KDV�SURYHQ�WR�EH�YHU\�UHOLDEOH��$QG�
DV�WKH\�GHOLYHU�VLJQDOV�LQ�WKH����PY�UDQJH�WKH\�DUH�QRW�DW�DOO�DV�VHQVLWLYH�WR�HOHFWULF�QRLVH�LQ�
DQG�DURXQG�WKH�VHQVRU�FDEOLQJ��:H�DOVR�KDV�XVHG�H[WHUQDO�SLSH�PRXQWLQJ�RI�WKH�VHQVRUV�ZLWK�
FDUHIXO�LQVXODWLRQ�RXWVLGH�DQG�WKLV�VHHPV�WR�ZRUN�DV�JRRG�DV�RQH�FDQ�H[SHFW�IURP�WKHRUHWLFDO�
FDOFXODWLRQV�� ,W�LV�WKRXJK�LPSRUWDQW�DV�ZLWK�RWKHU�VHQVRUV�WR�ORFDWH�WKH�VHQVRU�LQ�D�SLSH�SDUW�
ZKHUH�WKH�IORZ�LV�ULVLQJ�WR�DYRLG�LQIOXHQFHV�RI�EDG�KHDW�WUDQVIHU�WR�WKH�VHQVRU�E\�WUDSSHG�DLU�LQ�

WKH�SLSLQJ�V\VWHP��7KLV�H[WHUQDO�PRXQWLQJ�LV�YHU\�SUDFWLFDO��IDVW�DQG�ORZ�FRVW�LQ�DQ�H[LVWLQJ�
V\VWHP��
�
�

)LJXUH����7KH�&RQQHFWLRQ�RI�WKH�/0���7HPSHUDWXUH�VHQVRU�WR�WKH�PHODFV�GDWDORJJHU��
�
�
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�
�
�
�
�
�
�
�
�
�
�
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�
�
&OLPDWH�PRQLWRULQJ��
�
:H� KDYH� DOVR� EHHQ� DEOH� WR� LQFOXGH� ORFDO� FOLPDWH� PHDVXUHPHQWV� RI�RXWGRRU� DPELHQW�
WHPSHUDWXUH� DQG�VRODU� UDGLDWLRQ� LQ� WKH� PHDVXUHPHQWV� DW� D� UHDVRQDEOH� FRVW�� 7KH� VWDQGDUG�
/0���VHQVRU�LV�ORZ�LQ�FRVW�DERXW���(XUR��)RU�VRODU�UDGLDWLRQ�ZH�KDYH�WULHG�D�VLOLFRQ�VHQVRU�
IURP�0HQFNH�DQG�7HJWPD\HU�WKDW�LV�QRW�WKH�FKHDSHVW��DERXW�����(XUR��EXW�LW�LV�FDOLEUDWHG�DQG�
UREXVW�DQG�KDV�D�VLJQDO�OHYHO�RI�����P9�DW�D������:�P����
�

�
�

)LJXUH����([DPSOH�RI�D�YHU\�ORZ�FRVW�VRODU�UDGLDWLRQ�PRQLWRULQJ�SRVVLELOLW\��LQ�FRPELQDWLRQ�
ZLWK�WKH�0HODFV�GDWDORJJHU��,Q�IDFW�HYHQ�D�VWDQGDUG�/('�FDQ�EH�XVHG�³�EDFNZDUGV´�WR�PHDVXUH�
VRODU�UDGLDWLRQ��DV�LW�LV�D�NLQG�RI�39�FHOO�DFWXDOO\��EXW�ZLWK�D�GLIIHUHQW�GRSLQJ��,Q�RXU�FDVH�ZH�

XVHG�D�UHDG\�PDGH�FDOLEUDWHG�39�FHOO�ZLWK�LQWHJUDWHG�HOHFWURQLFV�RI�WKLV�NLQG��


